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One of the topics of Media Architecture Biennale 2021 are
digital rights.
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We consider this an important topic of this time and crucial to
the future. Our goal was to raise awareness about this affair.
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On this we based

our first concept,

which focused on personal
data tracking and following
AT linking of it, which can
be a dangerous tool for
governments, like we have
recently seen in countries
like Turkey, China and
Russia. We wanted to make
people aware through
simplifying the process and
applying it on them, where
they would download an app
that would track them and
subsequently, they would see
a shocking image - theilr
personal profile - based on
the recorded data.
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From the knowledge and experience
we have gained through this
process we changed our point of
view and we came up with the
final concept.

It covers the topic more broadly
and has more impact on the
participants. All 1t needs 1is
some participant's time and
reaction to straightly asked
questions. Each poster would have
a set of stickers for respondents
to put to their answer's field in
the poster.

Multiple questions from the topic of
digital privacy are asked at multiple
installations, consisting of a poster and,
in our case, a person holding it, inviting
people to participate and explaining.



I srapen
Graben Grabe

Search here

|8 Boutique I-Punkt
Celejpstrale i Inh. Ina Schornig

CL \“‘5\‘\!‘.
R REWE
W Studentenwohnheim @7
Huns,
/.,//:w/';l' an .
'afle
Deutschie Bank Filiale
Goethes Wohnhaus ~Kinstrape

Ste,, O Lich-Copy f‘;‘? R
KOpierzentrUm ) 4 geifend

s Drud¥punkt Weimar

Ladengeschaft

useum fur Ur- und @ f@
hichte Thiringens ¥

é’\?;t Parkrféhle W

Bastelladen Fricke o ’7§

o Modepassage am Markt

ala
A

VR HEADSET for
visualization of VPN

e

E 'EiE OR CODES for

L online map of
" installation and
more information

POSTERS for asking
questions and gathering
information =

AWARE
OF MY PRIVACY

STICKERS for reactions
and web cameras



weimarer wohnstitte GmbH

This way

they will not only have an
attractive and effective
protection against some
forms of unwanted
surveillance but also
remember to be careful with
their actions every time
they open their laptop.
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First aspect focuses on
violation of privacy through
recording. The question
tells whether people are
afraid of this. Each
respondent got a sticker to
cover their webcam with the
project name “aware off my
privacy” on it.




= _RECORDED WITHOUT -- .~

———t- PERMISSION? . . _

The majority of responders
to this question were
rather afraid of unaware
surveillance, about a
quarter were not afraid
and a few of them put
their sticker between the
two voting fields.

yes
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With this aspect we wanted to address the issue that for most of the
online services like search engines, social networks, e-mail or maps,
which we consider free of charge, we pay with our private data, which
can be bought by marketing agencies or governments.

Therefore, it has a certain value. People guess how much the value of
the data connected to their e-mail address 1s over one year.
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- HOW MUCH *

5 DO COMPANIES EARN FROM ~—i_

ey Y‘OUR PER‘SONAL DATA ol Qe Out of 88 respondents on this
~—— OF YOUR EMAIL ACCOUNT PER YEAR? L

topic, 17 guessed the right
ol answer - 79 EUR.

o N O L s CEENEONTEN Surprisingly, more than a
half, 45 respondents,
overestimated this average
value and guessed values much
larger, 269 or 2020 EUR
yearly. Anyways, before told
the right answer, most of the
responders thought about this
question, which was our goal.
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This topic 1s based on surveillance through our mobile devices,
performed by mobile network providers and operators, map services and
other apps tracking our location. We can prevent some of them from

accessing it but the only effective way not to be tracked this way is

to turn our mobile phone off or leave it at home.
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_——YOUR MOBILE |*: 935 -

WURDEN SIE EINEN TAG OHNE IHR HANDY UBERLEBEN?

This installation was
performed in the Ilmpark,
asking people whether they
would survive a day without

their mobile phones. As most
of the respondents replied

positively, to go offline is
indeed an option for them.

no

ylten Sie I'hr Handy aus und genieflen sie Ihre
m Park

yes

drung und Spur fur spidhende Netawerk Pro

und Kartendienste!




To put one of the main principles of social media, reaction to other
users' posts, of course monitored and stored in database, into practice
is the concept of this installation. Respondents used stickers to react
to statements about digital privacy in the poster. Not only did they
think about these statements, but also the trace they left.

Little number code on the stickers (in all installations) is a hint
that most actions online are stored, and the data may be used.
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From the view of personal data gathering,
paying with card 1s problematic, cause
leaves digital traces. Respondents were
simply asked whether they prefer to pay
with cash or card.
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YOU PREFER TO

Jede Transaktion wird in den Datenbestédnde
der Bank gespeichert und kann zuriickverfolgt

werden.

PAY”

#AWNAREOFIMYPRIVACY

Even though the popularity
of payments with card has
been growing for years,
the answers of our
respondents are almost
evenly distributed between
both options. It is worth
noting that this
installation was performed
around the Marketplace of
Weimar and the question
was not always understood
as a survey but sometimes
as an unwanted

advertisement.

cash



DO YOU KNOW__
= WHAT
A VPN IS?—
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There is a wide range
of tools to secure

digital privacy when
accessing the Internet
and VPN is one of them.

With the last
installation, we wanted
to find out the
people's awareness
about this technology.
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_“DO YOU KNOW ..

= WHAT -

R EE Most of the respondents

WISSEN SIE, WAS EIN VPN IST? knew What lt was and
some of them actively
used it. Although some
people from the old and
very young generations
also knew what it was,
most of the
participants had some
experience with
information
technologies as the
installation took place
in the university
campus.

between

no

VPN = VIRTUAL PRIVATE NETWORK;

Seien Sie vorsichtig, Ihre Daten
kénnen bedroht sein auch wenn Sie einen

VPN benutzen!

yes




We developed two interesting concepts and realized one of them,
which does not use any advanced technology, but has an impact 1n
public awareness of the topilic, as at least some during the 597
sticker reactions to our posters and additional explanations
provoked thinking about the topic.
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