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In all tasks, let E : {0, 1}k × {0, 1}n → {0, 1}n be a secure block cipher, and let all keys be
secret and sampled independently uniformly at random.

Task 1 – Masks (2 Credits)
Inform yourselves about PMAC1 [3]. PMAC1 derives a masking key Θ = 10 · EK(0n).
Assume, you found two inputs to PMAC1, M = (M1,M2,M3) and M ′ = (M ′
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M1 6= M ′

1 and M2 6= M ′

2, whose outputs collide: PMAC1[EK ](M) = PMAC1[EK ](M ′).
Show or disprove briefly that such a collision can allow you to recover Θ with significant
probability.

Task 2 – Universal-hashing-based MACs (4+4 Credits)
Polynomial hashing is used frequently. As you may remember from the 3rd problem set, one
has to take care how the input length(s) are treated, and to avoid fix points such as all-zero
blocks or empty inputs.

a) Consider CWC from [2], Section 3. Verify or falsify the following claim: It is pos-
sible to choose associated data A and a nonce N ∈ {0, 1}88 s. t. (107 ‖N ‖ 032) =
CWC-HASHK(A,C), which can break its integrity.

b) Inform yourselves about the Decrypted Wegman-Carter Davies-Meyer MAC, DWCDM

[1] (mind the version of the paper, it might be updated). Verify or falsify the following
claim: One can construct a forgery on its instantiation nPolyMAC with PolyHash

in Section 4.4 with few queries.

Task 3 – Authenticated-Encryption Security (4 Credits)
Show or disprove in your own words Theorem 37, part 2: RoR-CPA-security + INT-CTXT-
security =⇒ RoR-CCA-security.

This means: given a nonce-based authenticated encryption scheme Π = (E ,D) that is RoR-

CPA-secure and INT-CTXT-secure. Then, Π is also RoR-CCA-secure. By secure, we mean:
for any RoR-CCA adversary A on Π, there exists a RoR-CPA adversary A on Π and an
INT-CTXT-adversary A

′′ on Π such that

AdvRoR-CCA
Π (A) ≤ AdvRoR-CPA

Π (A′) + AdvINT-CTXT
Π (A′′).
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Task 4 – AE Security under Release of Unverified Plaintexts (4 Credits)
Consider a secure PRF F : K : ×N×A×M→ T . Let CTR[EK2

] be IV-based counter-mode.
We define Π = (E ,D) to denote SIV[FK1

,CTR[EK2
]] with FK1

as PRF and CTR[EK2
] for

encryption. We define the encryption and decryption as

1: function EK1,K2
(N,A,M)

2: T ← FK1
(N,A,M)

3: C ← CTR[EK2
](T,M)

4: return (C, T )
5: end function

1: function DK1,K2
(N,A,C, T )

2: M ← CTR[EK2
](T,C)

3: b← FK1
(N,A,M)

?
= T .

4: return (M, b)
5: end function

So, Π always outputs M and a bit b that tells if the ciphertext was valid. Sketch a proof or
disprove that Π is INT-RUP-secure. This means, does there exist an INT-RUP adversary
A on Π that can successfully forge with higher advantage than the birthday bound?
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