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Task 1 – Breaking Wegman-Carter (2+3+1 Credits)
Read [5, Section 3.1].

a) Explain the known-plaintext attack in your own words briefly.

b) On the problem-session web site, you can find 50 tuples (Mi, Ni, Ti) generated under an
8-bit hash key K. Implement the known-plaintext variant of the Luykx-Preneel attack in
Python 3, and recover the hash key K with it (most credits are for the implementation).
You can find an API on the website.

c) Explain briefly if the Luykx-Preneel attack also works if π is not a permutation but a
pseudorandom function. If yes, explain the difference in the procedure.

Task 2 – AES Native Instructions (3+2+2 Credits)
Let 〈i〉 denote the representation of an integer i as 128-bit string. For example, 〈511〉 =
0x000...1FF. So, only the least significant (rightmost) bits are set. The least significant byte is
FF. Let (M1, . . . ,Mm)

n
←−M defines that M is split into blocks, such that their concatenation

gives (M1 ‖ . . . ‖Mm) = M , and such that |M1| = . . . = |Mm−1| = n and |Mm| ≤ n.

Let K be a given key, and IV a given initial value, with IV,K ∈ {0, 1}128. For a plaintext of
arbitrary length M ∈ {0, 1}∗, we define the encryption with XOR-CTR[AES-128] as:

1: function XOR-CTR[AES-128K](M)

2: (M1, . . . ,Mm)
128
←−−M

3: for i = 1 to m− 1 do

4: Ci = EK(IV ⊕ 〈i− 1〉)⊕Mi

5: end for

6: Cm = msb|Mm|(EK(IV ⊕ 〈m− 1〉))⊕Mm

7: return (C1 ‖ . . . ‖Cm)
8: end function

So, each block XORs i− 1 onto the IV IV , encrypts it with AES-128 and XORs the result to
Mi to produce Ci. The rest is counter mode. If the final plaintext Mm block is smaller than
128 bits, one uses the |Mm| most significant bits of the block-cipher output.

On the website of the problem session, you find a code package including tests (without
warranty), a benchmark script, and a Makefile that generates the executables. It also provides
targets for linting.
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a) Extract autonomously from [1, 3] what you need to implement AES-128 efficiently in C
using AES Native Instructions. Feel free to use other sources, e.g., [4] is a good reference.

b) Implement XOR-CTR[AES-128] efficiently in C using AES Native Instructions according
to the algorithm above.

c) Implement XOR-CTR[AES-128] with ≤ 1 cycle/byte. You have to pipeline the calls to
the AES rounds: Round 1 for Block 1, . . . , Round 1 for Block b, Round 2 for Block 1, . . . ,
Round 2 for Block b, etc. For benchmarking, you will need to deactivate TurboBoost,
Hyperthreading, and Power Policy temporarily. You can find three scripts that can help
deactivate and reactivate those for Linux; feel free to use your own.

Task 3 – PCBC (3 Credits)
Let E : {0, 1}k×{0, 1}n → {0, 1}n be a secure block cipher and H : {0, 1}k×{0, 1}n → {0, 1}n

be a secure PRF. Let PCBC[EK ,HL] be defined as given in Chapter 4 of the lecture, with two
independent secret keys K,L և {0, 1}k . Show or disprove: PCBC is a secure AE scheme.

Task 4 – Generic Composition (3 Credits)
Let E : {0, 1}k × {0, 1}n → {0, 1}n be a secure block cipher. Let EncrK be IV-based CBC,
i.e., for each message M = (M1, . . . ,Mm), EncrK chooses a random C0 և {0, 1}n, and
produces the ciphertext C = EncrK(M) = (C0, C1, . . . , Cm) with CBC:

Ci ← EK(Mi ⊕ Ci−1), for all 1 ≤ i ≤ m.

Let MACL : {0, 1}k × {0, 1}∗ → {0, 1}n be an SUF-CMA-secure MAC under a key L

independent from K. Show or disprove the following: The Encrypt-and-MAC composition of
IV-based CBC as encryption scheme and MACL as MAC is INT-CTXT-secure.
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