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Note: For all tasks, explain your solutions in brief in your own words. You can work in

groups of at most three students. Only one write-up per group is required. The use of

LATEX is recommended; a template file can be found on the website of the problem session.

In the remainder, {0, 1}n denotes the set of n-bit strings and X և X means that an element
X has been chosen uniformly at random from a set X . We write F({0, 1}n, {0, 1}n) for the
set of all functions that map n-bit inputs to n-bit outputs and P({0, 1}n) for the set of all
permutations over {0, 1}n. For all tasks, let E : {0, 1}k × {0, 1}n → {0, 1}n denote a secure
block cipher with secret key K և K. Adversaries A have no access to E or K.

Task 1 – Simple Distinguishers (6 Credits)
Let P և P({0, 1}n) be a random permutation, and F և F({0, 1}n, {0, 1}n) be a random
function. A has no access to P or F . For each of the constructions G below, briefly specify an
efficient distinguisher A. G represents the real world and $ և F({0, 1}n, {0, 1}n) represents
the ideal world. Thus, $ simply outputs random n-bit strings. Compute either the approxi-
mate advantage of A with respect to its number of queries q, and specify the minimal value
of q after which the advantage of A becomes ≥ 0.5. Otherwise, if no efficient distinguisher
exists, briefly explain why.

a) G(x)
def
= x⊕ F (x)

b) G(x)
def
= x ∧ F (x), where ∧ denotes bitwise logical AND.

c) G(x)
def
= P (x)

d) Bonus (+2): G(x)
def
= x⊕ P (x)

Hint: For more details about distinguishers and advantages, please see the bottom of this
problem set.

Task 2 – CBC-MAC (3 Credits)
Consider the following variant of CBC-MAC (see Slide 12) for fixed-length messages where
the initialization value C0 և {0, 1}n is chosen uniformly at random for each message. The
authentication tag T for a message M = (M1, . . . ,Mm) is computed as follows:

C0 և {0, 1}
n,

Ci ← EK(Mi ⊕ Ci−1), for 1 ≤ i ≤ m,

T ← Cm.
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The MAC returns (C0, T ). Assume, a forgery adversary A has obtained a valid pair (C0, T )
for a message M . Show or disprove that, with this information, A can efficiently find a valid
pair (C ′

0, T
′) for a second message M ′ 6= M .

Task 3 – CBC-MAC (3 Credits)
Let CBC-MAC for arbitrary-length messages M = (M1, . . . ,Mm) be defined as described on
Slide 12. So, C0 = 0n for all messages. Show or disprove that one can efficiently find two
messages M 6= M ′ with |M | 6= |M ′| and T = CBC-MAC(M) = CBC-MAC(M ′) = T ′.

Task 4 – Blockwise-adaptive RoR-CPA Attacks (2 Credits)
Let Random-IV CBC be defined as on Slide 7, where the initial value C0 և {0, 1}

n is chosen
uniformly at random for each message. A is a blockwise-adaptive adversary against CBC,
this means, A can see the output block Ci before it has to choose the next input block Mi+1.
Show how A can mount an efficient attack in the Real-or-Random-Chosen-Plaintext
(RoR-CPA) model.

Task 5 – Attacks on Further Modes (6 Credits)
In the following, we consider attacks on the OFB mode. For each of the scenarios below, either

argue comprehensibly why the mode is secure in the scenario or show an efficient attack.

a) C0 must be a number used once (nonce), i.e., C0 must be unique for each encrypted
message and is chosen by the Real-or-Random-CPA adversary A.

b) C0 և {0, 1}n is chosen uniformly at random by the oracle for each encrypted message.
A is a Real-or-Random-CPA adversary.

c) C0 և {0, 1}n is chosen uniformly at random by the oracle for each encrypted message.
A is a Real-or-Random-CCA adversary.

M1 M2 Mm

C0

C1 C2 Cm

PPP
.

.

.

The OFB mode of operation.

Recap on Distinguishers

A distinguisher A is a (here, deterministic) efficient algorithm that has access to a fixed number
of oracles O1, O2, . . . that it can ask queries to and obtain responses from. W.l.o.g., A never
asks duplicate queries or queries that are exactly equal to an earlier response from one of the

2



oracles. The task of A is to distinguish between two worlds: Dreal and Dideal. Each world
represents a distribution of outputs from the oracles. At the beginning of the experiment, one
of the worlds is chosen secretly and uniformly at random. After A has finished its interactions
with the oracles, A has to output a bit b that represents a guess of the world that A interacted
with. The advantage of A is given by

∆
A

(Dreal,Dideal)
def
=

∣

∣Pr
[

A
Dreal ⇒ 1

]

− Pr
[

A
Dideal ⇒ 1

]
∣

∣ ,

where A
x means that A interacted with the world x, and A⇒ 1 means that A’s output was

b = 1, i.e., A chose the real world. The probabilities are the means over all random choices
of the distributions. We write q1, q2, . . . for the number of queries of A to oracle O1, O2, . . . ,
respectively. If there is only one oracle, we denote the number of queries by q.
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