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Reminder: The elements of the Galois Field GF(2n) are the polynomials p(x) =
∑

n−1

i=0
ai ·x

i,
with binary coefficients ai ∈ {0, 1}. So, we can represent the polynomials by n-bit strings X =
(Xn−1...X1X0), such that the bit Xi = ai. Hence, all elements of GF(28) can be represented
by 8-bit integers; e.g. the polynomial x4+x3+x+1 is represented by (00011011) = 0x1b, the
polynomial x by (00000010) = 0x02, etc. Moreover, addition in GF(2n) is identical to XOR,
and the multiplication needs an irreducible polynomial p(x) of degree n to reduce the result
of q(x) · r(x) to an element in the field, i.e., a polynomial of degree at most n− 1.

Task 1 – Galois-Field Arithmetic (6 Credits)

a) Show for each of the following polynomials p(x) if it is reducible in Z2, i.e. if there exist
q(x), r(x) ∈ GF(2n) with p(x) = q(x) · r(x), or not:

• x2 + x+ 1

• x3 + x+ 1

• x4 + x2 + x

b) Show or disprove: 2 = x is a generator in GF(23), i.e., the subgroup 〈2〉 = {2, 22, 23, 24,
. . . } contains all elements except 0 in GF(23). Note: Choose any arbitrary irreducible
polynomial of degree 3 for reduction.

c) The following code takes an uint8_t x. It is very similar to real implementations.
Explain its purpose and functionality in detail. Hint: x8 + x4 + x3 + x+ 1 is irreducible
in GF(28).

1 #define FOO(x) (x << 1) ^ (((x >> 7) & 0x1) * 0x1b)

Task 2 – OCB (3 Credits)
Consider a simplified version of OCB (see Chapter 5), which omits the final block-cipher call
in PMAC, i.e., given associated data (A1, A2, . . . , As), Auth is computed as

Auth :=

(

s−1
⊕

i=1

EK(Ai ⊕ 2i−1L)

)

⊕As.

The rest of the simplified OCB algorithm, as discussed in the lecture remains unmodified.
Either argue why the modified variant is still a secure AEAD scheme or show an efficient
attack in the INT-CTXT model.
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Task 3 – GCM (4 Credits)
Consider GCM (see Chapter 5). Show an attack on either privacy, authenticity, or even key
recovery if the initial value for the counter-mode encryption is computed as Y0 ← N ‖ 032.
The rest of the algorithm remains unmodified. (Hint: Have a look at how the GHash key L

is derived.)

Task 4 – Nonce-Generating Stategies (4 Credits)
Nonces can be generated in either deterministic (a counter), probabilistic (random), or mixed
manner. For the following nonce-generating strategies, prove the probability of collisions after
q subsequent nonces have been generated:

a) Mixed 1: N = (C ‖R) where C is a c-bit counter and R an r-bit random value. At
every update, C is incremented, and R is chosen uniformly at random.

b) Mixed 2: N = (C ‖R) where C is a c-bit counter and R an r-bit random value. At
every update, C is incremented. Though, R is chosen once during the initialization
phase and is not updated for subsequent nonces.

Task 5 – Nonce Misuse (4 Credits)
The authenticated encryption (AE) scheme EAX (as described on Slide 156 pp.) is insecure
in the nonce-misuse setting, i.e., if the same nonce is used for multiple encryption queries.

a) Describe an efficient attack on either privacy or authenticity if a nonce may be used at
most twice.

b) Describe a tweak to the EAX scheme so that the new construction provides security in
the case of a nonce misuse.
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