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Task 1 (3+1 Credits) MD4 - Differential Cryptanalysis I
Consider the examples shown on Slide 105 of Section 5.5 (Initial Cryptanalysis of MD4).

a) Show and explain the differential path (differential characteristic) for the second example
where Xi = X ′

i for i 6∈ {0, 1}; steps 3-32, with i ∈ {0, 15}. Moreover, compute the probability
of this differential path, where X0 ⊕ X ′

0 = 2j and X1 ⊕ X ′
1 = 2j ≪ 3 for some arbitrary

j ∈ {0, 31}.

b) What happens, if we set X0 ⊕X ′
0 = 228 and thus, X1 ⊕X ′

1 = 231?

c) Bonus Task (2 Credits): How does the probability for this characteristic change if we use
additive differences instead of an XOR-difference?

Note: A differential path is described by the sequence of all differences within this path starting
from the first input difference and ending with the output difference. For example, a differential
path which covers rounds 4-16, i.e., 13 rounds, can be described by

∆in = ∆3 → ∆4 → · · · → ∆15 → ∆16 = ∆out,

where ∆in describes the input difference, ∆4 describes the difference after Round 4, ∆15 describes
the difference after Round 15, and ∆16 the difference after Round 16, which is also equal to the
output difference ∆out. Furthermore, every differential trail ∆i → ∆i+1 has a certain probability,
e.g., Pr[∆4 → ∆5] = . . .. The total probability of the differential path is given by the multiplication
of the intermediate probabilities.

Pr[∆in → ∆out] = Pr[∆3 → ∆4] · Pr[∆4 → ∆5] · . . . · Pr[∆15 → ∆16].

Note: Usually, we consider XOR-differences X ⊕ X ′ = ∆x. An additive difference is given by
considering X −X ′ = ∆x.

Task 2 (4 Credits) MD4 – Differential Cryptanalysis II
Find and explain at least one further differential characteristic with reasonable probability and a
preferably large number of rounds/steps. Your characteristic should cover at least 30 steps with
Pr[∆k → ∆k+30] ≥ 1/64, where ∆k = ∆in and ∆k+30 = ∆out.

Task 3 (4 Credits) MD4-NSA
Consider a variant of MD4, called MD4-NSA, where the rotation constant s is always 16 (constant
for all rounds/steps). Based on this fact, the NSA advertises this cipher with the nice property
that it is highly efficient on various machines.

Search for an input difference which leads to a differential path with significantly high proba-
bility. Moreover, describe the found path. Is MD4-NSA more or less vulnerable to differential
cryptanalysis than plain MD4?
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Task 4 (6 Credits) Merkle Hash Tree
Consider the construction method for hash functions by Merkle as shown in Figure 1 (Merkle Hash
Tree). Let F : {0, 1}n×{0, 1}n → {0, 1}n be a compression function which takes two n-bit blocks
as input. To generate the hash value for a message M = (m1,m2, . . . ,m`) with mi ∈ {0, 1}n for
(i = 1, 2, . . . , `), the message is processed as shown in Figure 1, where |M | denotes the length of
the message in bits.

Show that this construction is collision resistant if F is collision resistant. Thus, you
have to show

F collision resistant ⇒ Construction collision resistant.

This can be done by applying the indirect proof technique. Thus, it is enough to show

Construction not collision resistant ⇒ F not collision resistant.

Hint: For this proof you should consider both cases |M | = |M ′| and |M | 6= |M ′|, where M 6= M ′.

...

...

...

Figure 1: Schematic view of the Merkle Hash Tree.
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