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Task 1 (3+3 Credits) Universal Hash Functions
Let p be a prime with p > N . Let H be the family mapping {0, . . . , p − 1} to {0, . . . , N − 1},
containing, for each a ∈ {0, . . . , p− 1}, the function ha(x) = (ax mod p) mod N .

a) Show that H is ε-almost universal for ε = 2/N .

b) It is possible for H to be ε/2-almost universal depending on the choice of N and p? Explain
your answer.

Task 2 (2 Credits) Variant of EAX
The authenticated encryption (AE) scheme EAX (as described on Slide 144) is insecure in the
nonce-misuse setting, i.e., if twice the same nonce is used for two messages. Describe a tweak to
the EAX scheme so that the new construction provides security in the case of a nonce misuse.

Task 3 (4 Credits) Redundant CBC Encryption Mode
Let the redundant CBC encryption scheme be as defined on Slide 133. Show that this construction
does not provide AE security for the following two variants of the redundancy function h:

a) h(M) = const

b) h(M) = m1 ⊕m2 ⊕ · · · ⊕mn

Task 4 (2 Credits) Redundant Counter Mode
Let redundant encryption be as defined on Slide 131. Thus, a b-bit redundant information h(M)
is appended to a message M before the encryption. Show that, independently from the choice of
the function h, the counter mode does not provide any AE security.

Task 5 (4+4 Credits) Generic Composition
Show that there exist a RoR-CPA-secure encryption scheme and a SUF-CMA-secure MAC, so
that the following statements hold:

a) E+M (Encrypt and MAC) is not IND-CPA-secure.

b) MtE (MAC-then-Encrypt) is not INT-CTXT-secure.
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